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Overview 
The RAE Connect™ Server is an on-premises hardware device that enables seamless 
remote communication between RAE Corporation equipment and the RAE Connect™ 
cloud.  

To ensure a stable, secure, and maintainable installation, follow these instructions carefully. 
Installation steps may vary depending on the network’s architecture and hardware. For 
network-specific assistance, consult local administrators or refer to the network device 
documentation. 

Introduction 
This manual provides step-by-step instructions for setting up a small local network to 
connect RAE Connect™ devices to the RAE Connect™ Server. RAE Connect™ devices 
include switches housed within RAE Corporation equipment, the RAE Connect™ Server, 
and the required power supplies. 

Design 
1. Pre-Installation Planning 

a. Included with RAE Connect™ 

Each site is unique and will require varying amounts of installer-provided 
materials to complete the installation, such as networking cables and devices 
to support the field network. Some installer-provided labor is also required, 
varying by site. Use this guide to help contractors determine any additional 
costs for installing RAE Connect™. 

b. RAE Corporation Provides 

RAE Corporation supplies the following to support RAE Connect™: 

• Field device[s], controller[s], switch[es], and RAE Connect™ Server(s) 
required for communication. 

• Phone and/or email support for installation and operation questions. 
• Phone and/or email support for equipment-related questions. 
• Data storage services. 
• Remote monitoring capabilities via the web. 

 
c. Professional Installation Services 

Professional installation services are recommended for installing the  
RAE Connect™ Server and the customer supplied Ethernet cable(s) required 
for communication between the RAE Connect™ Server and the field devices. 
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d. Server Location 

A server location should be identified that accommodates the facility’s internal 
and external networking paths. 

e. Communication Cable Path 

Plan the wiring path for communication cables, ensuring the total length 
between field devices and the server is under 328 linear feet of Ethernet cable 
(Total Rise + Total Fall + Total Run). Each piece of equipment uses a switch to 
connect the interconnecting communication cable. 

f. Material List 

Prepare a material list based on site-specific requirements. Use an 
architectural drawing to identify equipment locations and elevations and plan 
the routing and cable lengths accordingly. 

g. Security Considerations 

For optimal security when using customer-provided internet: 

• Place the first network interface (Port 1) of the RAE Connect™ Server on 
an isolated network with DHCP to allocate an IP address and provide an 
internet connection. 

• All RAE Connect™ Server communications are outbound; no open 
ports are required in the firewall unless outbound traffic is restricted. 

• Connect the field network and all field devices to the second network 
interface (Port 2). 
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2. Layout 
a. Verify the Wiring Path 

After identifying the ideal wiring path, walk the route to check for any 
unforeseen obstacles that may not have been visible on the plans. Discuss any 
identified obstacles with the General Contractor to determine the best 
alternative path forward. 

Below is an example of a network layout for connecting field devices to the 
server via Ethernet cable: 

• If multiple IP drops are returning to the server from field devices, an 
Ethernet switch will be required. 

• If only one IP drop is returning to the server, a switch is not needed. 

 

 

This example provides an overview of how the Ethernet cable should be routed 
between field devices. 

Next, determine the appropriate connection points for the Ethernet cable 
within each unit. 

b. Connection Diagram 

The diagram below illustrates the connection points for the Ethernet cable in 
each field device. 

• Red arrows indicate field connection points. 
• Blue arrows indicate factory connection points. 
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The following is an example of the Ethernet cable used to connect devices: 
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3. Finalize the Material List 
a. Communication Wire 

Plenum-rated and shielded Cat 6 cable is recommended as the minimum 
standard for installation. Consult an Architect, Engineer, or Contractor for 
additional requirements set by the local Authority Having Jurisdiction (AHJ) to 
ensure code compliance. Specific requirements may apply to barriers being 
penetrated during installation. 

Recommended Ethernet Cable Types: 

Category Max. Data 
Rate Bandwidth Max Distance Usage 

Cat 6 1 Gbps 200 MHz 100 m (328 ft.) 
10Gb at 37 m (121 ft.) 

Gigabit Ethernet, 
commercial buildings 

Cat 6a 10 Gbps 500 MHz 100 m (328 ft.) 
Gigabit Ethernet in 
data centers and 
commercial buildings 

Cat 7 10 Gbps 600 MHz 100 m (328 ft.) 10 Gbps core 
infrastructure 

Cat 7a 10 Gbps 1000 MHz 100 m (328 ft.) 
40Gb at 50m (164 ft.) 

10 Gbps core 
infrastructure 

b. Cable Length 

The maximum distances listed above apply to the connection between devices 
or between devices and the server. 

c. Cable Ends 

All Ethernet Cable connection points must use RJ-45 connectors. 

d. Conduit 

If required by the local AHJ, ensure that any conduit penetrating a surface is 
properly sealed both inside and outside. Conduits should also be deburred to 
prevent damage to cables. Site-specific plans may mandate conduit use even 
if not required by code. Always consult an Architect, Engineer, or General 
Contractor to confirm site requirements. 
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Installation 
1. Server Installation 

a. Unpack and Inspect 

Carefully unbox the RAE Connect™ Server and inspect it for visible damage or 
missing components. If any problems are found, photograph the damage and 
report it immediately to RAE Corporation at connect@rae-corp.com. 

b. Field Mounting (if applicable) 

If the server must be mounted in a rated enclosure external to the field devices 
due to cable length limitations, it will arrive pre-mounted in the appropriate 
enclosure. Follow the manufacturer’s instructions to mount the server securely. 
Power requirements are detailed in the electrical diagrams associated with the 
equipment panel. Ensure proper installation, including adequate ventilation 
and cable management. For questions, contact connect@rae-corp.com. 

c. Power and Connectivity 

Connect the RAE Connect™ Server to a stable power source, using appropriate 
protection such as an uninterruptible power supply (UPS). Then, provide the 
server with an external internet connection that meets the required 
bandwidth specifications. 

 

2. Ethernet Cable Installation 
a. Pulling Cable 

Carefully monitor the total distance of each cable run between field devices or 
between a field device and the server. Avoid excessive looping and minimize 
cable length to reduce latency in signal transmission. Exceeding the 
recommended distance may cause increased latency, leading to 
communication issues and potential data loss. 

b. Terminating Cable 

After attaching connectors to the cable ends, use an Ethernet cable tester to 
check cable integrity and confirm a high-quality connection. 

c. Plugging in Cables 

Connect the cables to the switches located at each field device or directly to 
the server as needed. 
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Device Setup 
1. IP Assignment 

Important Note: Before starting the setup, verify that all necessary credentials, 
including usernames and passwords, for the IP devices are available. Refer to the 
specific user manuals provided with the IP devices for detailed instructions. 

a. Create Device List 

Inventory the serial number and location of each piece of equipment on-site. 
The serial number will be used to generate the IP addresses for each unit. 

• All IP addresses will belong to the field network 172.16.X.X and follow its 
format. 

• For example, if the unit’s serial number is 123456-002-003, the last two 
sections of the serial number (002-003) will be assigned to the last two 
octets of the IP address. The resulting IP address would be 172.16.2.3. 

• Repeat this process for all RAE Corporation devices connected to the 
RAE Connect™ Server. 

• Document the assigned IP address for each piece of equipment and 
send the information to connect@rae-corp.com. 
 

b. Set Device Controller IP Addresses 

In most cases, IP addresses are preconfigured at the factory. However, if they 
are not, reference the specific controller type for each field device and follow 
the appropriate steps to assign the IP address.  

• For example, a field device with a Carel Controller will have a different 
method for IP configuration compared to a device with a KE2 Controller. 

2. Testing and Monitoring 
a. Testing 

After completing the installation, running all Ethernet cables per site 
requirements, and setting all device IP addresses, power on the server to begin 
testing. 

b. Monitoring 

Once the devices and server are powered on, open RAE Connect™ and verify 
that data is being accurately transmitted from each device. 
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3. Backup and Disaster Recovery 
a. Backup Strategy 

RAE Corporation will use reasonable efforts to assist with data recovery in the 
event of data loss. Stored data is maintained on third-party servers for offsite 
backup purposes and can be restored on the customer’s behalf if needed. Our 
third-party agreements include backup storage allocation. Backups are 
designed to occur automatically when the server is properly powered and 
connected. 

RAE Corporation will:  

• Allocate reasonable storage capacity for data for one year. 
• Use best efforts to protect data during transit and storage.  
• Make reasonable efforts to restore backup data in a timely manner in 

the event of an outage. 
 

b. Disaster Recovery Plan 

Developing a disaster recovery plan is recommended to outline procedures for 
restoring data connections and recovering the server in case of hardware 
failure or other emergencies. The plan should include steps for addressing 
failed hardware or other essential devices to maintain the integrity of the 
network. 

4. Documentation 
Maintain detailed records of each device’s configuration, including IP addresses, 
software versions, and security settings. Comprehensive documentation is essential 
for efficient troubleshooting, maintenance, and future service. 

5. Ongoing Maintenance 
a. Regular Maintenance 

Establish a routine maintenance schedule, including tasks such as updates, 
security audits, and hardware inspections. Ensure all maintenance aligns with 
industry best practices to maintain system reliability and performance. 

b. Scalability 

Resource usage should be monitored, and future scalability planned by 
assessing the need for hardware upgrades or additional servers. For support 
with expanding the network of devices, contact connect@rae-corp.com. 
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Accessing RAE Connect™ 
1. Initial Access 

a. Connect a smartphone or laptop to the internet. (For first-time users, it is 
recommended to use a laptop for easier account setup.) 

b. Open a web browser such as Chrome, Firefox, or Edge. 
c. Enter connect.raecloud.com in the address bar. 

2. Logging In 
a. Log in with a username and password. If an account is not available, request 

an invite from the company’s Connect admin or sales representative. 
b. Upon logging in, access will be directed to the company’s Connect account. If 

multiple accounts are available, a list of companies will be displayed for 
selection. 

3. Verifying Data 
Select the specific device to be accessed. While data uploads to the cloud 
immediately, there may be a delay of up to one minute before it appears in the web 
application. Verify that the data displayed reflects the equipment’s current activity. 
After a few minutes of data transmission, ensure that the trended data is accurate to 
confirm proper connectivity. 

4. Troubleshooting 
In the event of issues during the setup process, the following steps should be 
followed: 

• Verify that all devices are powered on and properly connected to the network. 
• Check the networks transmit and receive lights. These lights should  

pulse occasionally. Steady on or off for more than 60 seconds may indicate  
a problem. 

• Restart the device and/or switch, if necessary. 
• Refer to the device's user manual or manufacturer's support resources for 

additional troubleshooting guidance. 
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Conclusion 
The IP device(s) should now be successfully connected to the network, operational and, 
accessible via RAE Connect™. 

For remote access or additional configurations, refer to the device’s user manual or consult 
the manufacturer’s support resources as needed. 

To help ensure ongoing security, regularly update the devices and use strong, unique 
passwords to protect the network and connected IP devices. 
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Appendix 
1. Steps to Change the IP Address on a Carel c.pCO Controller 

Following these steps ensures the IP address of a Carel c.pCO controller is 
successfully changed while maintaining network connectivity. 

a. Configure from the c.pCO Controller Interface 

i. Press and hold the Alarm (upper left) and Enter (middle right) keys 
simultaneously for a few seconds. 
 

 
 

ii. Once the OS menu appears, scroll down and place the cursor (>) next to 
Settings, then press Enter. 
 

 
iii. Navigate to TCP/IPv4 Settings and press Enter. 
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iv. The IP Configuration Menu should now be displayed. 

 
 

v. Scroll through the menu to enter the appropriate IP Address, Netmask, 
and Gateway information. 

vi. Review the changes for accuracy. Once confirmed, scroll to the bottom 
of the page and change “Update config? No” to “Update config? Yes” 
then press Enter. 

vii. Power cycling the controller is not necessary. 
viii. Optionally, repeat the steps above to reenter the menu and verify that 

the changes were applied successfully. 
 

b. Additional Notes: 

i. If issues persist, email connect@rae-corp.com for support. Ensure that 
a remote desktop service is available to provide access to the  
Carel Controller. 

ii. CAUTION: Changing the controller’s IP address may temporarily disrupt 
communication with other devices on the network. Plan this change 
during a maintenance window if possible. 
 

2. How to Access KE2’s Web Interface 
a. Tools Required 

i. A Windows laptop with an Ethernet port. 
ii. An Ethernet cable. 

b. Physical Setup 

Connect the laptop to the network switch using the Ethernet cable. 
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c. Getting the Laptop Ready 

i. Press Start (the Windows key) and type “View Network Connections”, 
then press Enter. 

 
ii. Double-click the laptop’s Ethernet port from the list, then select 

Properties. 

iii. Double-click “Internet Protocol Version 4 (TCP/IPv4)” from the 
options. 

 
iv. Select “Use the following IP address” 

 
• If the KE2 hasn’t been configured yet, reference the default IP 

address on the KE2. 
o Default IP Address Format: 10.10.183.xxx. 

• If the KE2 has been configured, reference the IP address matrix 
for the job. 

o IP Address Matrix Format: 172.16.xxx.xxx. 
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v. In the IP address field, enter the first three segments of the IP address 
and set the fourth segment to 50 (or any number not already in use on 
the network). Once entered, press Tab to autofill the Subnet mask field. 

 or  

d. Connecting to the Web Interface 

i. Open a web browser. 

ii. Enter the KE2’s IP address in the address bar. 

 
iii. If the KE2 has not been configured previously: 

• The KE2 will prompt for a login information change. 

o Default username: ke2admin 

o Default password: ke2admin 

§ When prompted, change the password to Century1! 

iv. If the KE2 has already been configured: 

• Login with username ke2admin and password Century1! 

e. Wrapping Things Up 

Once work in the KE2’s web interface is complete, reset the PC’s IP address 
settings: 

i. Follow steps 1–3 in the Getting the Laptop Ready section. 

ii. Select “Obtain an IP address automatically.” 
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3. Steps to Configure a KE2 Controller 
a. Configure Communication Settings  

i. Navigate to Set Points > Communications 

   
 

ii. Set Insecure HTTP Access to Enabled, then API key to rae-corp 

  
 

iii. Press Save, then enter the KE2’s login information when prompted 

• After saving changes, verify that the settings were saved.  

o Note: It may be necessary to save multiple times before 
changes are successfully applied. 
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b. Set IP Address / Configure Network Settings 

i. Navigate to Network > Network Info 

  
 

ii. Set DHCP Enable to Disabled, then IP Address to 172.16.xxx.xxx (per the 
IP address matrix) 

  
 

iii. Select Save/Group, then enter KE2’s login information when prompted 

 
• Note: Saving the IP address changes will disconnect the 

connection to KE2. This is normal. To reconnect, access the KE2 
using the new IP address. 
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4. Equipment Connection Examples 
The low-voltage penetrations into the cabinet have been pre-determined and are 
located at the corner of the electrical cabinet near the disconnect. Two (2) ¾” seal-
tight penetrations are available for low-voltage cabling. One of these penetrations 
should be used for installing the Ethernet cable. 
 
After routing the selected Ethernet cable into the electrical cabinet, identify a neat 
path through the cabinet interior. 
 
Avoid the following when routing the cable:  

• High-Voltage Feeds: Crossing a high-voltage cable perpendicularly is 
acceptable if the cable is properly protected. However, avoid running parallel 
to high-voltage cables to prevent noise interference. 

• Sharp Edges: Equipment tends to vibrate during operation, which can cause 
cable chafing over time. Avoid sharp edges to maintain cable integrity.  

• Excessive Cable Spooling or Coiling: After determining the proper path, 
verify the cable length before terminating it. Leave a small amount of slack—
no more than one or two 12” diameter coils—to avoid excessive cable length, 
which could increase latency. 

5. Standard Installs 
Standard installations typically include one Carel c.pCO controller per panel. The 
controller’s integrated network port, located at the top of the device, connects 
directly to the RAE Connect™ Server. 
 
For panels with more than one controller, refer to the wiring diagram for proper 
configuration.  
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